OFBANK MBA

LOGIN

MBA Device Registration shall be a mandatory
security feature to protect customers from

possible unauthorized access of their
OFBANK MBA accounts.

This shall require the customers to register the
device used to log in before they are given
access to the system.

Unregistered devices shall be detected and
shall require OTP Authorization to continue.
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NEW DEVICE
DETECTION

MBA Device Registration shall have a
maximum number of allowed devices to be
registered parameter.

if the list is full, the system would delay the
registration by requiring the customer to
remove any inactive devices from their list first
to free up spaces.

Removal of devices shall also require OTP
Authorization to continue.

(a) Opens OTP Authentication screen
then proceed with device registration
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Forgot?

Open an Account

Mot yet enrolled? Sign up now!

\. Information

Enter user credentials
to log in to the system.

The system shall identify the user’s
device and check through the user’s
device registration list.

Save my User ID

Manual Saving of User ID shall be
removed upon implementation of
Device Registration
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Register your device to your OFBank
Mobile Banking Account

Huawei Nova 7.

Register This Device
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(b) Opens registered devices list

@ Maximum Device
Has Reached

You already have 3 devices registered to
your account

John's iPhone

Manage My Devices
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ONE-TIME PIN

DEVICE REGISTRATION

Enter the OTP sent to the customer’s
registered mobile number for Device
Registration |
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ACKNOWLEDGEMENT

First Device Registration or
when Holding Period is

DEVICE REGISTRATION

The acknowledgement message shall inform

the customer of their device registration status

Current number of devices on their list
Maximum number of devices allowed
Holding period for second device onwards

Tap Done button to proceed with login process.

Other security and system checking shall
continue after this.

Tap Done button to redirect to login screen
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[ "~ Resend via SMS ]

If valid:
(a) Register the current device
(b) Open the Registered Devices List
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Transaction Successful!
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Second Device

LOGIN UPON REGISTRATION

DEVICE REGISTRATION
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Deposits

PHP 123,585.94

PHP 0.00
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Registration Onwards with
Holding Period Enabled

Transaction Successful!





